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SUMMARY 


The  Electronic  Support  Measures  (ESM)  System  attempts  to  detect,  analyse  and  classify  sources  of  radio  and 
radar  emissions  in  the  environment.  The  ESM  system  provides  valuable  emitter  classification  information 
to  the  host  platform's  Command  and  Control  System  or  associated  Electronic  Countermeasures  (ECM) 
equipment.  However,  the  current  generation  of  Automatia  ESM  systems  often  produce  ambiguous  or  inoorreot 
emitter  classifications  in  the  adverse  conditions  of  satual  confliat.  This  papsr  describes  the 
application  of  Knowledge  Based  Systems  techniques  to  ESM  processing  and  outlines  the  development  end 
evaluation  of  a Knowledge  Based  ESM  system  model  aimed  specifically  at  improving  the  emitter 
classification  capability  of  automatic  ESM.  (^< 


GLOSSARY  or  TERMS 


c Command  and  Control 

err  Current  Emitter  rile 

CW  Continuous  Mave 

DY  Direction  Finding 

ECM  Electronic  Countermeasures 

ESM  Electronic  Support  Measures 

ew  Electronic  Warfare 

EW8G  Electronic  Warfare  Scenario  Generator 

EWRM  Electronic  Warfare  Reoelver  Model 

GHt  Oiga-Hsrts  (10  lit) 

kb-esm  Knowledge  Based  Electronic  Support  Measures 

KBU  Knowledge  Besed  System 

KS  Knowledge  Source 

PRI  Pulse  Repetition  Interval 

pw  Pulse  Width 

RP  Radio  Frequency 

TOA  Time  of  Arrival 


KI.BCTRONIC  SUPPORT  KIASUri* 


I 


2'1  The  electronic  Support  Measures  (*3M)  system  i«  concerned  with  the  detection,  anelyeie  end 
class  L f tcatlon  of  radio  and  radar  signals.  ISM  provides  details  of  the  eignal  environment  either  to  the 
host  platform1*  Command  and  Control  System,  for  use  in  tactical  situation  assessment  or  to  an  integrated 
electronic  Countermeasures  (SCM)  system.  This  paper  will  be  restricted  to  ths  disoueaion  of  Radar  ISM, 
although  tnn  techniques  dr, scribed  In  subsaquant  sections  will  b'  generally  applioabla  to  radio  frequency 
HUM  systems. 
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2.2  The  block  diagram  of  a typical  Automatic  ISM  Syatem  la  preaonted  in  Figure  1.  The  eyetem  ie 
composed  of  the  following  subsystems . 

the  Antenna  and  Recaivar 
the  Preprocessor 

- the  Main  Processor 

the  Mon-Machine  Interfaoe 

2.3  The  Antenne  and  Receiver  must  be  cepeble  of  detection  of  all  radar  frequencies  used  by  own 
forces,  neutral  and  anaay  radar  aata.  The  typical  frequency  coverage  Is  2-18  OKs  although  extensions  to 
cover  the  millinetrlc  wavelengths  above  18  GHz  ere  bacoedng  of  increased  importance.  Similarly  the 
sub-system  must  be  able  to  detect  signals  arriving  at  all  azimuth  angles  around  the  host  platform.  The 
receiving  unit  detects  incident  signals  (above  system  sensitivity)  and  measures  the  signal 
characteristics . Ths  charactaristios  of  s typical  pul « ad  radar  signal  that  are  measures  by  the  receiver 
ere  i 

Angle  of  Arrival  (buarlng) 

- Carrier  Frequency 
Pulse  Width 
Amplitude 

- Time  of  Arrival 

2.4  However,  elnoa  the  reoeiver  will  detect  and  measure  each  incident  pulse  in  chronological  order, 
the  receiver  output  will  require  sorting  to  reconstruct  puls#  chains  from  the  individual  emitter*  in  the 
environment.  This  sorting  process  is  carried  out  by  th*  Pre-processing  element  of  the  eyetem,  end  le 
termed  'De-interleaving' . The  ala  of  the  de-interlesvlng  function  1*  to  produo*  ju*t  on*  pul**  chain  for 
each  detectable  emitter  in  the  environment,  although  this  is  seldom  possible  in  praetles. 

2.5  The  Pra-prooassor  aleaant  also  sets  as  a data  rata  reduction  me  chan  lea  to  ensure  that  the  mein 
processor  can  oops  with  its  pules  chain  analysis,  oleesif lcatlon  and  ivtaa  control  task*.  In  addition, 
the  Pre-prooaeeor  removes  all  unwsntad  pulse  data  (e.g.  from  high  duty  rate  emitter*)  that  had  previously 
been  analysed  and  classified  by  the  syatem  to  further  raduoe  th*  m*lnproo***or  load. 
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2.6  laeh  pula*  chnin  derived  by  th*  da>interleever  1*  *ith*r  a**oolat*d  with  • current  entry,  or 
oraatea  a new  entry  in  the  Current  emitter  Pile  (Ctr).  Subsequent  analysis  of  th*  lntarpul**  modulation 
of  th*  iv,  PM,  PW  and  lean  parameter*  ar*  stored  against  this  Ctr  miry. 

2.7  The  CIP  maintenance  algorithm*  attempt  to  *olv*  th*  problem*  created  by  the  d*>  interleaver  and  in 
particular  th*  reconstruction  prooe**  1*  based  largely  upon  parameter  matching  teohmlqmm  - that  1*  palm* 
chain*  ara  combined  with  existing  Ctr  entries  If  their  paramtar*  mat  torn  torn  of  matching  criteria. 


2.1 


Th*  Modulation  Analysis  Functions  within  Automatic  MM  attempt  to 


th*  baa  la  pels*  thou 


I-.1 


luiiMttri  produced  by  the  de-interleever  (i.e.  bearing,  Rf  range  sto.)  with  detail*  of  how  tha  pul  we 
par.aetore  vary  over  the  detected  pulae  chain.  The  Radio  frequency.  Pula*  Repetition  Interval  and  Pule* 
width  paraeatere  are  often  analyaed  by  the  compilation  of  paraaMtsr  occurence  hlatograea.  Thee*  are 
aubaequently  Interpreted  to  give  the  modulation  detail*  of  the  particular  parameter. 

1- 'J  The  amplitude  modulation  of  a pulae  chain  can  be  analyaed  to  produce  an  Indication  of  the 

periodicity  nnd  antenna  acan  pattern  of  the  target  radar.  'fhla  Information  yield*  Important  extra 
Information  for  uaa  In  the  claaalf lcatlon  prooaaa,  and  the  function  1*  termed  dean  Analytic. 

2- 10  The  emitter  olaaelf lcatlon  function  1*  acoompllahed  by  comparing  the  parameter*  of  a particular 

CEK  entry  with  each  record  in  a library  of  known  emitter  charaoteriatio*.  Thla  library  contains 
parametric  detail*  of  all  radar  amittera  within  the  ayetem'e  frequency  coverage  that  are  likely  to  be 
encountered  In  * particular  operational  situation. 

2-ii  The  library  comparlaon  prooaaa  reaulti  in  a candidate  aat  of  emitter  records  from  thm  library 
which  match  the  CSf  entry.  Thla  candidate  aat  is  than  subjected  to  confidence  assessment  which  producaa  a 
measure  of  tha  accuracy  with  which  tha  CRf  entry  parameter*  match  those  of  the  library  entry.  This 
confidence  Indicate*  the  likelihood  of  each  oendldat*  amlttar  type  corresponding  to  tha  particular  CCP 

entry . 

2-12  ESN  systems  can  be  used  in  a variety  of  different  roles  in  e conflict  situation,  including. 

a)  SELf  PROTECTION  - In  association  with  'hard  kill'  (e.g.  ship  to  ahlp  miaall*  systems)  or  'aoft 
kill'  (a.g.  Electronic  Countermeasures)  systems,  tha  ESN  equipment  can  help  protect  the  host 
platform  against  radar-ass iatad  attack. 

b)  TACTICAL  SITUATION  ASSESSMENT  - lines  the  ESN  system  provides  emlttar  classification  data,  it  la 
obviously  complementary  to  primary  radar  (which  maasuraa  ranga  and  bearing  of  targets)  in  the 
assessment  of  the  host  platform's  tactioal  anvironmant. 

c)  EARLY  warning  - it  is  oftan  possible  to  detect  targets  at  long  rang.'  from  the  host  platform 
using  ESN,  even  outside  tha  primary  radar's  covaraga.  It  la  also  possible  In  certain  aituatlona 
to  deteot,  analyse  and  classify  radars  ovar  tha  conditions  by  axploltlng  Anomalous  Propagation 
(anaprop)  conditions. 

it  la  tharafora  obvious  that  ESH  must  ba  capable  of  deriving  high  quality  emlttar  olaeaiflcatlona  to 
fulfill  these  Important  roles  and  to  be  fully  effeotlve. 

2.13  However,  Automatic  ESN  systems  era  required  to  operate  in  a number  of  adverse  conditions  which 
makes  tha  successful  claaelf lcatlon  of  emitters  difficult.  These  adverse  condition*  Include. 

tha  vary  high  pulse  data  rataa  that  may  ba  datectad  by  a sensitive  ESH  system  in  postulated 
conflict  scenarios. 

- tha  trand  towards  usaga  of  radars  axhiblting  oomplsx  modulation  stratsglss,  which  mak*  th*  ESH 
systems  deinterleavlng  and  analysis  tasks  difficult, 

the  presence  of  noise  jamming  in  tha  anvironmant,  which  adversely  affects  certain  receiver 
types. 

- tha  preaenca  of  high  powered  'friendly*  radars  In  th#  vicinity  of  th#  ESH  system  which  can 
aerlouely  impede  certain  aspects  of  systsm  psrformenc*. 

2.14  Moreover,  tha  structure  of  th*  ourrant  gensration  of  Automatic  ESH  systems  Implies  that  errors 
arising  at  th*  racalvlng  stages  du*  to  thss*  advert#  operational  conditions  art  propagated  through  the 
da -in tar leaving  and  modulation  analysis  slsmsnts.  As  a direct  oonaaquanoe  of  this  error  propagation,  tha 
classification  function  oftan  produces  highly  ambiguous  (l.e.  eeveral  possible  emitter  class if lost ion*  are 
presented)  or  in  the  limit  erroneous  results. 

3 KNOWLEDGE  BASED  E8M  SYSTEM  DEVELOPMENT 

3.1  To  directly  address  th*  esiitter  classification  problem  described  in  th*  lest  section,  and  with 
th*  overall  ala  of  Improving  ESM  system  effectiveness.  Software  Sciences  Ltd  embarked  on  s 
prlvataly-fundsd  Knowledge  Bleed  ESM  Syetaa  (KB-EBM)  development  programme. 

3.2  Tha  alma  of  this  development  ware  several  fold,  namely 

- to  Improve  th*  ovarall  performance  of  automatic  ESM  by  optimising  th*  processing  subsystem 

- to  apply  novel  hardware  and  software  architectures  to  achlsv*  this  optimal  processing 

- to  asssus  th*  laprovamsnt  that  KBS  tsohnlqus*  could  offer  In  th*  olssslf lcatlon  of  radar 
emitters, 

to  develop  a comprehensive  ESH  System  Evaluation  facility  using  a suit*  of  modelling  program*. 

3.3  During  th*  initial  phaass  of  this  development,  a comprehensive  survey  of  th*  types  of  Knowledge 
saved  systsm  (KBS)  which  could  be  used  in  ESM  processing  was  undertaken.  As  a result  of  this  eurvoy,  the 
Blackboard  Architecture  was  chosen  because  of  Ita  flexibility  and  suitability  to  tha  complex  time  varying 
signal  analysis  problem#  of  ESM.  The  Blackboard  Arehltaetura  was  originally  davslopgd  for  wo  In  spas oh 
understanding  and  ha*  subsequently  bean  uaad  for  a varlaty  of  application*  Including  Sonar  Claealflestloe 
and  Sensor  Data  fusion. 


3.4  Th«r«  era  thraa  oomponant*  of  tha  Blackboard  Arohltaoturai- 

the  Blackboard 
knowledge  sources,  and 
tha  achadular 

6 

Tha  Blackboard  la  a atruoturad  global  data  baaa  which  may  ba  aubdivldad  Into  levels,  panala  and 
untrioa  aa  ahown  In  flgura  2a  approprlata  to  tha  particular  application.  Tha  lavala  uaually  rapraaant 
'levels  of  abstraction',  whara  tha  lowaat  laval  rapraaanta.  for  example,  raw  data  gatharad  fro*  a 
tranaducer  or  aenaor  and  tha  hlghaat  lavala  rapraaant  high  confldanca  Information  daduoad  from  tha  lowar 
levels.  Several  different  typea  of  antry  may  exiet  at  aaoh  laval. 
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C)  1 «l  SCHEDULER 
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3.5  Tha  Knowledge  Souroaa  manipulate,  create  or  oonauma  entries  on  tha  Blackboard  based  upon 
procedures  (algorithmic)  or  declarative  (rule-baaed)  knowledge.  An  example  knowledge  source  (KB)  Is  shown 
if!  Figure  2b.  Each  KB  has  a condition  part  and  an  aotlon.  If  tha  condition  part  (which  refers  to  entries 
on.  the  Blackboard)  evaluates  to  ba  trua,  than  the  KB  becomes  a candidate  for  activation  and  as  such  is 
placed  on  an  Agenda.  If  it  is  activated,  its  action  part  will  run  causing  modification  to  tha  Blackboard 
contents . 


3.6  The  selection  of  a KB  from  tha  Agenda  to  run  is  performed  by  the  scheduler,  the  action  of  which 
la  ahown  in  Figure  2c.  Tha  nay  in  which  tha  scheduler  salaots  tha  KB  from  tha  Agenda  on  any  particular 
cycle  of  operation  la  totally  adaptive  and  in  general  would  also  depend  on  the  contents  of  tha  blackboard. 

3.7  Tha  main  feature*  offered  by  a Blackboard  approach  aa  applied  to  BSM  processing  arei 

(.he  support  of  tha  hypothesis  and  Tsst  paradigm,  whereby  Initial  emitter  classification 
hypotheses  are  formed  and  subsequently  validated  or  disprovan  by  tha  application  of  special 
purpoaa  analysis  technique!!  to  the  pulse  chain  data.  4 

tha  capability  to  altar  tha  processing  priorities  adopted  within  the  system  according  to  the 
currant  situation,  in  oontrast  to  the  rigid  priorities  Imposed  by  the  more  conventional  system. 

the  ability  to  allow  tha  system  to  choose  one  of  several  pulse  chain  analysis  algorithms 
according  to  tha  circumstances,  for  example,  special  purpose  modulation  analysis  techniques  are 
used  to  make  uaa  of  'a-priori'  information  of  pravlously  dataeted  emitter  types  or  eu  part  of  tha 
hypothesis  tasting  process. 

3.a  To  asks  full  use  of  those  faaturss,  a Know 1 alga  Based  IBM  system  model  was  developed  to  prove  the 
functionality  of  tha  Blackboard  approach  and  to  gather  performance  metrics  for  use  in  optimisation  of  the 
kb-ism  system  towards  real  tint  operational  uaaga.  Tha  KB-BSN  ayatam  .medal  incorporates  all  necessary 
fsaturea  of  tha  KSH  procaaslng  ayatam,  including. 

- A da-interleaver  which  la  under  the  full  control  of  the  Blaokboerd  mechanises. 

W,  PU  and  PW  modulation  analysis  algorithms. 

- caitter  classification  algorithms  (including  library  access  and  hypothesis  and  test) 

- Spacial  purpoaa  display  formats 

- Adaptlva  ay » tea  control  and  achadullng 


1-5 


3 ) The  KB-SSM  system  modal  run*  on  a VAX  11  sariee  computer  undar  a Knowledge  >aaad  *ya taa 
Jov«  lopmant  environment  called  POPLOO.  Tha  development  and  eubeequant  aaaaaaaMnfc  carried  out  to  data  ha  a 
•ho*n  that  within  a controlled  evalustlon  environment,  tha  KB-ESM  ay  a taa  modal  la  abla  to  produoa 
consistent  unambiguous  amlttar  classification  results. 

i-'o  Much  of  tha  improved  olaaalfloatlon  eapablllty  la  dua  to  tha  application  of  tha  hypothaaia  and 
tost  technique.  Tha  amlttar  hypothaaaa  ara  formed  by  aooaaalng  tha  amlttar  library  with  eoarae  but 
reliable  pulae  chain  parametara  in  auah  tha  aama  way  aa  ourrant  generation  ay a tame.  Each  candidate 
emitter  In  than  aubjeoted  to  a verification  prooeaa  using  distinguishing  faaturaa  of  tha  emitter  retrieved 
from  the  library  record.  Thia  Information  la  uaad  aa  tha  baaia  for  tha  'a-priori*  analyaia  of  the  pulae 
chain  In  quoetion  to  prove  or  diaprova  tha  existence  of  tha  candidate  emitter.  Only  amlttar 
classifications  validated  in  thla  way  ara  praaantad  to  tha  operator  aa  correct  claaaifioationa  hence 
decreasing  tha  probability  of  arronaoua  or  ambiguoua  raaulta.  Thia  procaaa  la  llluetrated  in  Figure  3. 
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3.11  In  addition  to  providing  reliable  clarnlf icatlon  of  a correctly  da-lnterleaved  pulae  chain,  tha 
evaluation  of  the  KB-E8M  system  model  haa  proven  lta  capability  to  claaalfy  aaveral  separate  emitters 
which  aro  Initially  placed  into  a single  pulae  chain  dua  to  their  close  parametric  proximity. 
Furthermore,  the  KB-EBM  system  modal  can  successfully  reoomblne  split  pules  chains  fro*  a wide  band 
frequency  hopping  radar  by  extending  tha  hypothesis  and  teat  technique  back  to  a second  (rule-based) 
de- Interleaving  stage. 

The  KB-ESM  System  model  was  developed  with  a aat  of  displays  to  allow  tha  operator  to 

oversee  the  system  operation,  using  tha  tabular  amlttar  suaaury  displays  cosaaon  in  automatic  ESN. 

monitor  the  hypothesis  and  taat  function  from  candidate  emitter  set  generation  through  amlttar 
verification  using  special  purpoae  display  formats.' 

monitor  tha  modulation  analysis  of  a particular  pulse  chain  using  special  purpose  graphical 
display  options. 

The  strictly  hlsrsrchlo  nature  of  these  displays  ansuraa  that  the  system  defaults  to  fully  automatic  moda, 
with  fummary  dlaplaya  availabla  for  thia  purpoea.  Howavar,  tha  'lowar  laval'  diaplay  options  can  be 
invoked  to  allow  the  skilled  operator  to  monitor  the  detailed  system  operation. 

4 KB-ESM  SYSTEM  EVALUATION 

4.1  in  order  to  assess  fully  tha  capabilities  and  limitations  of  tha  KB-EBN  System  Nodal,  a 
comprehensive  evaluation  programme  wee  undertaken  following  eystem  development,  linos  an  lnormmantal  and 
controll jd  assessment  technique  waa  essential  to  thia  evaluation  programme,  a modelling  approach  was 
adopted  throughout.  This  will  be  followed  In  the  near  future  by  the  development  and  assessment  of  a 
prototype  trials  eystem. 

4.2  A block  diagram  of  tha  assessment  facility  uaad  to  evaluate  tha  KB-MN  system  modal  Is  presented 
in  figure  4.  The  evaluation  prooeaa  consisted  of  tha  generation  of  teat  aoenarlos  of  various  complexities 
from  which  the  signal  environment  at  the  BIN  reoelvar  oould  be  simulatsd,  The  performance  of  the  ESN 
receiving  element  wee  eubsequently  modelled  and  the  reoelver  output  used  to  evaluate  the  KB-EBR. 
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4.1  The  Environmental  Modelling  function  was  accomplished  using  the  Software  Solenoea  SW  Scenario 
Generator  ( EWSG ) program.  EWSG  allowed  the  operational  Soenarlo  to  be  defined  In  terma  of  the  relevant 
platforma  (airborne,  ahlpborne  or  landbaaed),  their  poeitlon  and  their  radar  fits.  The  characteriatlce  of 
the  radar  flta  were  subsequently  uaed  to  generate  an  eleotroautgnetio  environment  (i.e.  puleed,  CW  and 
jamming  signals)  as  incident  at  a user  specified  eeneor  position.  The  operational  scenario  was  dynastic  in 
that  full  platform  motion  was  modelled  throughout  the  simulation  including  platform  manoeuvres  in  course, 
speed,  altitude,  roll,  pitch  and  yaw  at  predefined  eisulation  times.  The  simulated  signals  were  of  a 
highly  sophisticated  nature  to  represent  postulated  modulation  agility  schemes  and  scan  strategies. 

4.4  Tha  subsequent  Reoelver  Modelling  function  was  accomplished  using  the  Software  Solenoea  KW 

Receiver  Modelling  (ewrm)  program  which  allowed  the  user  to  model  either 

- Channelised  Receiver, 

- an  Instantaneous  Frequency  Measurement  Receiver, 

a Swept  Superhet  Receiver  or 

a Multiport  Bearing  receiver 

The  antenna  system  was  fully  defined  in  tanas  oft 

its  polar  diagram  in  the  Azimuth  and  Elevation  planes 

- ths  variation  of  this  polsr  diagram  with  RF 

4.5  Furthermore,  suitable  interpolation  routines  were  provided  to  calculate  the  antenna  gain  in  a 
general  (i.e.  non  planar)  direction  and  at  any  pulse  frequency. 

4.6  Similarly,  the  Direction  Finding  and  RF  reoelver  element  characteristics  such  aai 

- Sensitivity  (as  a function  of  RF) 

- Dynamic  Range 

- Bandwidth 

Dead  time  (due  to  recovery  effects) 

- Simultaneous  Signal  Capability 

- SCM  resiatanoe 

were  simulated,  as  were  the  principle  souroes  of  parameter  measuremnt  error  within  the  particular  receiver 
type.  The  output  of  the  receiver  model  was  subsequently  used  in  the  controlled  evaluation  of  the  n-UK. 

4.7  Since  the  assessment  of  the  XB-BSN  aystea  model  was  aeoo^llahed  in  eon  trolled  conditions 
generated  by  an  environmental  model,  It  was  possible  to  aseesa  automatically  the  performance  of  the 
receiving  and  processing  subsystems.  This  wee  possible  sines  pulse  data  generated  by  the  tnUrmimaiii 
Model  wee  'tagged'  with  e source  emitter  Identification  field.  This  timid*  wee  cohered  with  the  tarn 
system's  perception  of  the  emitter  type  to  give  an  assessment  of  system  performance . 
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CONCLUSIONS 


1 Tha  development  and  aubaaquant  thorough  avaluatlon  of  tha  Knowledge  Basad  MM  ayataai  an  dal  ha  a 

proven  that  the  application  of  tha  Blackboard  Architecture  and  particularly  tha  hypothasle  and  teat  method 
can  produce  unambiguous  amlttar  claaalf lcation  results.  Further,  avaluatlon  In  scenarios  depicting 
adverse  operational  conditions  for  MM  has  shown  that  tha  techniques  are  particularly  useful  in  thass 

u 1 tuat ions . 

'>.2  To  summarise,  tha  application  of  tha  novel  aoftwara  architecture  haa  optiailsad  the  ef factivanaaa 
or  automatic  KSM  and  hence  the  overall  aims  of  tha  davalopaMnt  programme  ware  attained. 

5 . 3 Tha  KB-SSM  research  programme  continues,  however,  aimed  primarily  at  producing  an  operational  MM 
system  using  the  techniques  described  in  this  paper.  The  other  main  areas  of  research  activity  are 

the  extension  of  the  Blackboard  Architecture  to  control  the  MM  reoeivnr  and  hence  produce 
optimal  receiver  response  to  augment  the  emitter  classification  procass. 

the  extension  of  tha  KB-ESM  system  modal  to  incorporate  emitter  asaouiation  and  platform 
classification  at  the  ESM  system  as  part  of  tha  hypothesis  and  teat  prooees. 

the  use  of  special  purpose  display  formats  and  interfaces  to  allow  operator  interaction  with  the 
KB-ESM  system. 

These  extensions  to  the  KB-ESM  system  will  further  improve  the  effectiveness.  of  automatic  IBM  by 
optimisation  of  the  processing  elements. 
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DISCUSSION 


It.  Vulen,  UK 

What,  roughly,  in  the  tvplcnl  (cole  ratio  between  the  rote  at  which  the  noddling  la  performed  and 
real-time? 

II.  Jackaon 

Currently  the  KB-ESM  ayatem  la  written  In  POP-11  which  la  run  on  a tlmeahared  VAX  11-750.  When  a 
typical  complex  EW  acenario  la  aimulated  the  ayatem  haa  been  found  to  run  at  a rate  which  la 
approximately  1000  tlmea  (lower  than  real-time,  Performance  meaauremente  have  ahown  that  over 
uo%  of  thia  time  la  apont  in  the  embedded  de-interleavar.  Thle  would  normally  be  Implemented  on  e 
aepnrato  high-performance  dedicated  chip. 

Evaluation  hae  ahown  that  the  techniques  developed  are  capable  of  real-time  Implementation  and 
Software  Sciences'  current  work  la  In  the  enhancement  of  the  real-time  applicability  of  the,;, 
techniques  developed.  We  see  thle  aa  the  adoption  of  the  beneficial  aapecte  of  tha  KB-ESM  but 
Implementation  In  Ada.  The  Ada  implementation  wilt  encode  the  rule*  aa  Interpreted  data  atructuree 
no  n«  to  maintain  aome  of  the  flexibility  of  the  knowledge  baaed  approach. 

J.  Who 1 ley,  UK 

Could  you  briefly  describe  the  POP-11  environment  and  the  probleme  you  have  experienced. 

U.  Juckaon 

The  POP-11  environment  used  Is  the  POPLOG  system  originally  developed  by  Sussex  University.  Thia 
runs  on  a VAX  11-750  under  the  VMS  operating  ayatem.  This  language  haa  been  found  to  be  very  good 
at  fast  prototyping  of  knowledge  based  applications  in  the  ESM  domain.  The  limitations  encountered 
have  been  In  terms  of  speed  of  execution,  overall  machine  resources  consumed,  effect  on  other  users 
of  the  time  shared  system  and  more  significantly  the  program  size  limitations  encountered.  Tie 
KB-ESM  syaiem  has  grown  in  complexity  during  lte  development  phase  and  haa  now  reached  the  physical 
limitations  ImpoHod  by  the  POP-11  ayatem.  Some  iurther  enhancement  would  be  possible  if  we 
restructured  the  existing  program  to  make  more  efficient  use  of  the  available  system  facilities. 

It  la  felt  that  thia  would  only  provide  a short  term  breathing  apace. 

li.W.  MacPherson,  Canada 

Could  you  comment  on  the  applicability  of  your  techniques  to  the  identification  of  emitters  other 
than  radar? 

U.  Jackoon 

The  techniques  developed  have  been  specifically  aimed  at  the  problems  encountered  In  conventional 
ESM  systems.  The  techniques  and  approach  adopted  are  directly  applicable  to  other  Signal  Analysis 
problems.  Software  Sciences  have  already  investigated  applicability  of  thia  approach  to  the  SONAR 
problem  and  we  believe  that  tha  techniques  are  also  applicable  to  other  similar  areas.  The 
techniques  of  emitter  association  and  platform  classification  developed  recently  oa  part  of  the 
KB-ESM,  but  not  covered  In  thia  paper,  are  also  more  widely  applicable  In  the  area  of  multl-aensor 
data  fusion. 

R.S.  Dale,  UK 

How  does  the  system  roect  to  emitters  which  srs  not  In  ths  emitter  library? 

B.  Jackson 

When  an  emitter  la  encountered  that  cannot  be  matched  against  any  existing  library  entry  the  system 
le  unable  to  generate  a verified  hypothesis  concerning  the  Identity  or  the  emitter.  As  such  the 
ayatem  stateo  that  It  Is  unable  to  reach  verified  status  and  tells  the  operator  that  It  haa  detected 
a previously  unknown  emitter.  This  is  an  improvement  on  existing  systems  which  frequently  Inform 
the  operator  of  an  Incorrect  Identification  when  an  exact  match  cannot  ba  made.  Tha  KB-ESM  system 
having  concluded  that  the  dotected  emitter  is  previously  unknown  can  provide  facilities  to  enable 
the  operator  to  create  an  "Invalidated"  library  entry.  Thia  entry  records  the  detected  parameters 
of  the  new  nmltter  and  can  provide  varloua  recording  facilities  to  enable  further  analysis  on  return 
from  the  current  mission. 

H.  Tlmmero,  Netherlands 

How  are  the  Input  data  generated?  Are  they  assembled  from  real  life,  or  are  they  generated 
artificially? 

How  do  you  deal  with  uncertainty  In  the  data? 

B.  Jackson 

The  Input  date  haa  been  generated  using  two  of  Software  Sciences'  EW  cumulation  end  modelling 
packages  EWSO  A EWRM.  EW30  la  a general  purpose  Radar  environment  acenario  generator  tha‘t  Is 
capable  of  producing  digitally  encoded  pulse  data  for  up  to  GB,999  different  emitters  each  of  which 
can  be  fully  defined  In  terms  of  electromagnetic  radiation  properties  end  positional  movement. 

EWRM  Is  s package  which  anablea  the  realistic  modelling  of  all  common  ESM  receiver  types  with  the 
ability  to  fully  opeotfy  the  receiver  characteristic*  uelng  e high  level  Interpretive  English  like 
language.  The  acenario*  modelled  ualng  these  facilities  were  defined  and  agreed  In  conjunction 
with  the  UK  Mod,  RAE  and  flSRB  to  be  truly  representative  of  certain  predicted  threat  eltuatlona. 

Th*  KB-ESM  system  deal*  with  uncertainty  in  tha  data  by  tha  uee  of  tha  knowledge  baaed  techniques 
described  in  tha  paper,  Th*  exte.-.eive  evaluation  exerclae  that  was  undertaken  waa  centred  around 
predefined  eltuatlona  which  cauc*  uncertain  and  ambiguous  classification  In  tha  current  generation 
of  ESM  systems.  Th#  KB-ESM  ayatem  wee  proven  to  be  algnlficantly  better  than  existing  ayatem  et 
deriving  unambiguous  and  correct  Interpretation  of  email  quantities  of  n< ascertain  data". 


